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ABSTRACT
Enterprise information security is a talent-centric proposition. Information assurance is a product of the
combined expertise, attention-to-detail, and creativity of an information security team. A competitive
edge can be obtained by hiring the top information security professionals. Therefore, identifying the
right people is a mission-critical task. To assist in the candidate selection process, this research analyzes
the enduring traits and values of top security performers. It identifies the personality traits and values
which distinguish high-performing information security workers. In a laboratory study, a series of
simulations were administered to 61 subjects to assess their ability to solve various information security
problems. The characteristics of top information security performers were contrasted against the rest of
the cohort. In terms of personality, the top performers have higher levels of conscientiousness and
openness. With respect to values, the top performers have stronger theoretical and economic values.
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Introduction

Information security professionals are a critical talent group with
disproportionate influence on global economic activities [1]. A
team of information security professionals who proactively
secure information resources and respond to incidents provides
a decisive business advantage. News of major enterprise security
breaches continues to make headlines [2]. The cost of a major
data breach can figure in tens of millions of dollars [3]. In a
recent survey of CEOs of Fortune 500 companies, cyber security
ranked as the fifth most issue for executives. Attracting and
hiring the best candidates for information security positions is
a primary concern among chief information security officers,
human resources executives, and senior managers.

As they build their information security capabilities, firms
are taking a slower, more deliberate approach to hiring.
Companies are not just settling for workers who are qualified,
they are after individuals who stand out in ability and tem-
perament [4]. They are seeking the best information security
professionals from pools of qualified applicants. However,
differentiating between good and excellent candidates remains
a challenge. Human resource professionals and hiring man-
agers have little objective data which can be used to compare
candidates for information security positions. This study con-
tends that pre-hire assessments of personality and workplace
values could fill this gap and provide a valid, reliable addition
to other techniques.

Currently, little is known about the characteristics of per-
sonality and values constructs as IT security performance
predictors. Further, the extant literature contains little empiri-
cal evidence to suggest that it is possible to differentiate
between skill levels at a highly granular level. Therefore, the
present study uses personality traits and value attributes to

distinguish excellent from good information security perfor-
mers. To recreate the challenges that hiring managers are now
facing, a sample consisting of subjects with IT work experi-
ence and information security training is compiled. The sub-
jects complete personality and values assessments. The top
information performers are identified by comparing subjects’
performance across a battery of information security tasks.
The tasks involve complex activities such as vulnerability
analysis and system hardening.

Personality is assessed using a condensed measure of the
Five Factor Model (FFM) of personality [5]. The FFM concep-
tualizes personality as consisting of five broad, global dimen-
sions. Since the 1990s, a number of meta-analytic reviews have
shown that the FFM personality dimensions are useful predic-
tors of job performance [7]. Values are conceptualized using a
six-factor model of values called the Study of Values (SOV)
model. The SOV model has long been used to predict perfor-
mance-related outcomes in a variety of fields [6, 7]. As a well-
established measure [15], the SOV assessment used in this
study has updated syntax and terminology [35].

The results of this research provide useful indicators of top
information security performers. Organizations seeking to hire
information security professionals can use this information to
inform their hiring process and seek out candidates that will
provide the best value over the long run. The remainder of this
manuscript is organized as follows: The following section pro-
vides background on personality and values. The next section
conceptualizes the hypotheses. For testing, the Methods section
covers the subjects, measures, and procedures, followed by a
section of the analysis and then results. The results are dis-
cussed in terms of the research hypotheses. The next section
provides implications for research and practice. The last section
provides concluding comments.
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Background

Most organizations use a multiple-hurdle selection process for
hiring. The purpose of this multi-stage procedure is to
develop a final pool of qualified candidates from which a
final selection is made. Applicants are subjected to a series
of tests, interviews, and checks to assess their eligibility for a
particular position. Failure at any step excludes the candidate
from further consideration [8]. This approach is both time
and resource efficient in that it eliminates unqualified candi-
dates early in the selection process.

Distinguishing great from good applicants remains a chal-
lenge. One solution is to include values and personality assess-
ments in the multiple-hurdle selection process [9]. Estimates
of marginal utility associated with the use of valid assessments
in personnel selection approaches have been modeled exten-
sively [10]. It is believed that the inclusion of a late-stage
assessments increases the validity of the selection process
[11]. Carlson et al. [9] also called for the selection of highly
validated instruments to be used in multiple-hurdle selection.
Therefore, this study proposes the inclusion of validated per-
sonality and values assessments as a tool for distinguishing
top information security performers from other qualified
applicants.

Personality

Of the many characteristics of employees, personality has long
ranked among the most considered [6]. Personality’s appeal is
based on the long-term applicability of its constructs.
Compared with attitudes and emotions, personality traits are
considered to be enduring psychological features. They are
slow to change [12]. Thus, they are often used for predicting
individual temperament, disposition, and future work perfor-
mance. Despite these benefits, personality is an understudied
concept in the information systems field.

As depicted in Appendix A, personality is infrequently
used to predict human behavior in studies involving informa-
tion systems or technology. When it is used, it is generally
included in technology adoption studies. Thus far, personality
has only been used in two studies in which the goal is to
predict performance of IT-related tasks. In a 1992 study, the
personality variable locus of control was included in a model
for predicting performance at software development [13]. In a
second study, a personality assessment was used to predict
performance at database querying [14]. For a majority of the
studies listed in Appendix A, the performance variable was
measured using subjects’ self-reports of their own behavior.
As indicated in other research, individuals tend to report their
own performance more favorably, skewing survey results. The
present study fills in the gap by using personality to predict
performance of IT realistic tasks using objective performance
measures.

The FFM model is commonly measured using personality
questionnaires. There are five broad dimensions of personality
traits [15]: conscientiousness, openness, extraversion, agree-
ableness, and neuroticism. Together, these traits provide com-
prehensive framework of non-overlapping elements called the
FFM. The five personality dimensions have been

independently confirmed by several sets of researchers in the
decades following their development.

The first dimension is conscientiousness. This is a ten-
dency to show self-discipline, act dutifully, and aim for
achievement against common measures of social conformity
[5]. Conscientiousness is often considered a general predictor
of job performance, while the other big five traits predict job
performance in specific fields [16]. It is related to things such
as achievement, perseverance, organization, and responsibility
[17]. It governs the way in which people control, regulate, and
direct their impulses.

The second personality dimension is openness. This is a
general appreciation for creative works, emotion, adventure,
new ideas, imagination, and variety of experience [18]. Those
who are open to experience are intellectually curious, recep-
tive to emotion, sensitive to aesthetics, and willing to try new
things. One study found that there is a connection between
politically liberal worldviews and openness to experience,
however this finding has not been confirmed by other
researchers [19].

The third dimension is extraversion. Extraverts enjoy talk-
ing, interacting with others, and are high in energy. They are
the life of the party, enjoy being the center of attention, feel
comfortable around people, easily start conversation, and like
to mingle at parties. Extraverts often excel at sales, marketing,
and communication positions [20]. Individuals high in extra-
version prefer to do more things with more people than focus
deeply on one thing. It includes traits such as sociability,
activity, assertiveness, and positive emotionality.
Extraversion is often associated with leadership behavior.

The fourth dimension is agreeableness. This dimension
indicates a disposition to help others. It is another interper-
sonal construct. It reflects a general concern for social har-
mony. Agreeable individuals value group cohesion and getting
along with others [19]. They are considered kind, generous,
considerate, trusting, helpful, and willing to compromise in
their interests. Agreeableness was been found to predict trans-
formational leadership skills, good teamwork, and pro-social
behavior [17].

The fifth dimension is neuroticism. This trait is character-
ized by a tendency to experience negative emotions such as
anger, anxiety, vulnerability, and depression [21]. It may also
be called emotional instability. This dimension tends to be
viewed negatively and is associated with worry, self-pity, self-
consciousness, emotional outbursts, and vulnerabilities. Those
who score high in neuroticism are emotionally reactive and
vulnerable to stress [5].

Workplace values

Values are broad long-term individual preferences concerning
appropriate courses of action, behaviors, or outcomes. They
provide an internal reference for guiding decision making.
The link between workplace values and employee perfor-
mance has been regularly confirmed over the past 70 years
[7]. Values are desirable antecedents because they are rela-
tively static over long periods of time. This stability increases
their accuracy in long-term predictors. Surprisingly, the link
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between values and performance is underexplored in the
information systems field. Appendix B presents a listing of
five studies which integrate some concept of values with
information technology. Among these, only one study com-
pared worker values with performance of an IT-related task
[13]. As a result, little is known about the relationship
between worker values and performance of IT work. The
present study fills this gap by focusing on the values of top
information security performers.

Although numerous models of values have been developed
over the years, most trace back to a model called the SOVmodel
[22]. The SOV model holds that the essence of a person is best
captured by understanding the individual’s value-philosophy. It
purports six types of values: theoretical, economic, aesthetic,
social, political, and religious [23]. Operationally, these six
values are measured using a forced choice among pairs and
quartets of choices. The values are presented in scenarios which
are meant to represent core human experiences like choosing
spouses and careers. This measure of human condition is valu-
able because of its relative permanence. People are slow to
change their values. An employee’s value attributes will remain
consistent over a longer time period than less permanent attri-
butes such as emotions and attitudes [24].

The first of the six values in the SOV model is theoretical.
It is defined as an interest in the discovery of truth through
reasoning and systematic thinking. The theoretical person is
primarily interested in cognitive pursuits. Those who value
truth above all make excellent researchers, scientists, ana-
lysts, and healthcare providers [25]. The second value is
economic. It is classified as an interest in usefulness and
practicality. It includes the accumulation of wealth. The
economic person is most focused on that which has utility.
These persons are practical and are often successful at busi-
ness [26]. The third value is aesthetic. It derives from inter-
est in beauty, form, and artistic harmony. The aesthetic
person places highest value on form and harmony. These
persons believe life is a series of events that are to be enjoyed
for their own sake [27].

The fourth value is social. It is described as an interest in
people and human relationships. The social person seeks love
and most values relationships with other people. Individual
with social values are strong teammates. They are willing to
sacrifice to ensure the success of the organization or the group
[28]. The fifth value is political. It is defined as an interest in
gaining power and influencing other people. The political
person’s dominant drive is power. These individuals excel at
convincing others to act or behave in such a way that supports
their own motives [7]. The sixth value is religious. It is con-
ceptualized as an interest in unity and understanding the
cosmos as a whole. Religious persons place the highest value
on unity. They seek to understand and experience the world
as a unified whole.

Hypothesis development

Given that the purpose of this research is to identify the
defining characteristics of top performing information secur-
ity personnel, this section proffers a series of hypotheses
driven by findings in previous studies. With respect to

personality, it is predicted that the top information security
workers will have higher levels of conscientiousness, agree-
ableness, and openness and lower levels of extraversion and
neuroticism. In terms of values, the top information security
performers are presumed to place greater emphasis on theo-
retical and economic values. Each hypothesis below is pre-
ceded with a critical argument and explanation of its
importance in the information security domain.

In general, high levels of conscientiousness are associated
with better on-the-job performance. Conscientious employees
have greater attention to deal, do not accept substandard
work, and rarely overlook or ignore errors [29]. These attri-
butes are critical for information security professionals, who
operated in a detail-oriented field [30]. These workers must
consider a multitude of technical specifications when making
decisions. A conscientious information security professional
will check and confirm facts before modifying systems and
settings. Thus,

H1: The top information security performers will have higher
levels of conscientiousness.

Beyond conscientiousness, it is expected that top performers will
also report higher levels of openness. People who are open to new
experience are generally more creative, imaginative, and willing to
think outside the box [20]. These are important traits for informa-
tion security professionals because they must think like hackers in
order to anticipate potential attacks. System weaknesses are often
observed by testing and manipulating variables such communica-
tion streams, files, data, and packets [1]. Information security
professionals must not only understand the inner workings of
their respective systems but also be able to view them through
the lens of a hacker [31]. Therefore, the following hypothesis is
offered:

H2: The top information security performers will have higher
levels of openness.

Extraversion has previously been used to predict performance
of jobs requiring social interaction, such as sales and manage-
ment. Those who find energy in interacting with others report
higher levels of extraversion. This contributes to the perfor-
mance of communication-oriented work. Extraversion is not
expected to contribute to the performance of work which
requires high degrees of concentration. For instance, extra-
version is inversely related to performance at engineering and
technical work [32]. Research has shown that top performing
engineers are generally more introverted, and prefer to focus
in depth on one project task at a time [33]. They carefully
reflect on problems before taking action. It is expected that
top information security professionals will share the same
characteristics, since their work is similar in nature. Thus,
the following hypothesis is offered:

H3: The top information security performers will have lower
levels of extraversion.

Those who are high in agreeableness are good natured, flexible,
cooperative, tolerant, and caring. Previous research has found that
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agreeableness improves the performance of individuals who work
on teams [5]. These people need to interact with others and create
favorable impressions in order to excel at their work. This holds
true for people in management and sales positions. Individuals
high in agreeableness are usually liked; they tend to receive more
attention and mentoring from experienced coworkers [7]. Thus,
agreeableness generally translates into increased performance. To
date, there is inconsistent evidence that agreeableness has any
impact on performance of technical work. One study detected a
significant correlation between agreeableness and performance
among 230 engineers [34]. Therefore, it is assumed that this
dynamic will apply to the field of information security.
Accordingly, we suggest the following:

H4: The top information security performers will have higher
levels of agreeableness.

Individuals higher in neuroticism are more likely to become
distracted by a factor such as stress. This has generally been
found to decrease factors related to task performance (e.g.,
time required to complete task, output quality, slower reaction
time, etc.) [35]. In at least one study it was determined that
lower levels of neuroticism improve the performance of tech-
nical work [36]. Based on this evidence, another hypothesis is
given:

H5: The top information security performers will have lower
levels of neuroticism.

In terms of work values, it is assumed that the top informa-
tion security professionals place a greater emphasis on theo-
retical ideals. Previous research suggests that this group will
be interested in the pursuit of truth. Their cognitive interests
will lead to experimentation, testing, learning, and new per-
spectives on system vulnerabilities [23]. These are important
qualities for information security professionals, because they
lead to the identification of zero-day threats and previously
unidentified vulnerabilities [16]. Thus, the following hypoth-
esis is proposed:

H6: The top information security performers will place
greater emphasis on theoretical values.

Further, this research holds that the top information security
performers will place greater emphasis on economic values.
An information security analyst may spend multiple days or
even weeks auditing new software for potentially exploitable
weaknesses [25]. It becomes easy to lose track of the main
goals and pursue less critical or non-essential endeavors.
Previous studies report that analysts and researchers who
focus on abstract goals for long periods of time are motivated
by extrinsic factors [29]. Therefore, the following hypothesis is
presented:

H7: The top information security performers will place
greater emphasis on economic values.

Although social values have long been used in consumer
research, their impact on sales and management is subject to

increasing attention. In a national survey of industrial sales-
people, it was determined that an orientation to social values
correlated with increased sales figures [37]. These individuals
are oriented toward interpersonal interactions. They associate
a high level of public esteem with work success. This increases
their willingness to reach out to strangers and ask for new
business [38]. While social values may increase the perfor-
mance of salespersons and managers, they may actually be
detrimental to workers who need to focus for long periods of
time [23]. It is proffered that information security profes-
sionals must rank other factors over social values in order to
focus on problem solving. This is summarized in the follow-
ing hypothesis:

H8: The top information security performers will place less
emphasis on social values.

Workers with high political values seek power. They want to
control their surroundings and influence others. This value
has been associated with task performance in a limited num-
ber of tests [39]. Often, it is associated with the personality
attribute extraversion. Individuals with a high degree of poli-
tical values are good at sales and management because they
can convince others to act or behave in desirable ways [27].
This value has not been associated with success in engineering
or any other technical disciplines. In one study, it was even
assumed that political values may distract certain workers
from achieving goals set by management [40]. It is therefore
expected that top performers will have lower levels of political
interest. Based on this evidence, another hypothesis is
suggested:

H9: The top information security performers will place less
emphasis on political values.

Those who place a premium on aesthetic values prefer bal-
ance, beauty, and tranquility. This value has not received
much attention in studies of employee performance. In at
least one case, it was not found to be significantly related to
job performance [41]. The satisfaction received from success-
fully preventing a data breach cannot easily be construed as an
aesthetic victory. Even if the definition of aesthetic values is
expanded to include fulfilling experiences, top performers
could not be expected to have higher levels than regular
workers. These points lead to the following hypothesis:

H10: The top information security performers will place less
emphasis on aesthetic values.

Religious workers place a high degree of value on unity. They
seek a holistic understanding of their surroundings [42]. They
are motivated by tasks which confirm their interpretation of
their environment and are troubled by events which result in
cognitive dissonance [43]. A major part of information secur-
ity is seeking out imbalances and creating new controls. It
requires workers to operate within the confines of task and
information compartmentalization. These conditions are
expected to trouble those who embrace religion as a primary
value. Accordingly, we suggest a final hypothesis:
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H11: The top information security performers will place less
emphasis on religious values.

Methods

In order to evaluate the proposed hypotheses, a laboratory
style test was performed. The purpose of the test was to
identify the top performers in a cohort of information security
workers and allow for a comparison of top performers’ per-
sonality traits and workplace values against those who do not
perform as well.

Subjects

To recreate the challenge of distinguishing between the top and
acceptable information security performers, we compiled a rela-
tive homogenous sample. Subjects were recruited via email from
a list of past and current undergraduates at mid-sized university
in the southeastern United States. The sample was constructed
to approximate the application pool for an entry-level position
in information security in the late stages of the hiring process.
Thus, the threshold criteria included IT work experience, famil-
iarity with network and server operating systems, and formal
training in information security. These criteria were modeled
after the core job requirements for entry-level information
security positions posted on various online employment boards.
The sample was constructed by recruiting individuals who had
recently completed an undergraduate course on information
security, were familiar with server and network operating sys-
tems, and were presently employed in the IT field or had at least
3 months of work experience in the IT field. These individuals
were theoretically qualified for entry level information security

positions. Seventy-seven subjects were recruited via email. Of
these, 61 attended the testing session, performed the evalua-
tions, and completed the FFM and SOV instruments.

Assessments

Carlson et al. [9] called for the selection of highly validated
instruments to be used in multiple-hurdle selection. They spe-
cify the use of selection device instruments which incorporate
interval measurements with sufficient gradations in informa-
tion. This study uses validate measures with appropriate scaling.

To operationalize the FFM, a widely accepted, condensed
version of the original measure was used [44]. This measure-
ment consists of 40 mini-markers, 8 for each personality
dimension. To complete the inventory, respondents rate the
extent to which they identify with each marker on a scale of
1–9. This instrument was designed to be completed in 15
minutes and is known to have high reliability.

In order to measure candidates’ workplace values, an
updated version of the original SOV measure was implemen-
ted [42]. This pen-and-paper measure contained 45 items.
This metric yields 120 scores, 20 from each value domain.
The first 30 items are couplets, while the last 15 items are
quartets. Mean scores for all six domains are computed. A
higher mean score is indicative of a stronger value preference.
This measure was designed to be completed in 20 minutes.

Procedure

In order to operationalize the dependent variable—performance
at entry-level security operations—a laboratory style test was
performed (see Figure 1 for details). In this test, subjects were
expected to analyze the security of servers and networking

Figure 1. Evaluation of candidate performance.
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operating systems, identify major vulnerabilities, and implement
effective solutions as quickly as possible. Thus, subjects were
compared according to the time taken to identify a vulnerability
and implement a solution. Time-to-completion is a recognized
method of scoring ability tests and has been cross-validated on
both pen-and-paper and computerized tests [45].

Each subject completed three tests. One test involved a pro-
duction Linux server, a second test involved a Windows Server,
and the third test involved a Cisco IoS network operating system.
The server and network operating systems were presented as
virtual machine images. To create a more realistic environment,
the virtualization platform was based on the ESXi hypervisor
developed by VMware. This platform was selected because it is
one of the most commonly used virtualization environments in
the enterprise systems class that all subjects had successfully
completed. It also includes a number of features which are useful
in the present study, such as the snapshot feature. This function
makes it possible to capture and assess the state of a virtual
machine’s configurations at any given point in time.

Each test image was preconfigured with a significant secur-
ity vulnerability that an entry-level security analyst could
reasonably be expected to identify and address. The Linux
image contained unsecured configuration files. The Windows
Server 2012 image allowed web-enabled directory browsing,
and the IoS image allowed open ports. Aside from these
vulnerabilities, all images were otherwise hardened. This step
was taken to ensure that the intentional vulnerabilities pre-
sented the largest security gap.

Prior to each test, the subject was told to analyze the image
and identify and mitigate the largest vulnerability as quickly as
possible. If a subject did not identify the vulnerability or
reconfigured some other aspect of the system, he or she
received a score which correlated with the maximum amount
of time allowed of 30 minutes. If a subject’s attempted recon-
figuration was unsuccessful, he or she also received a score of
the maximum amount of time allowed. For each of the tests, a
number of alternative approaches could be used to address the
vulnerability. Any configuration was considered acceptable as
long as it mitigated the vulnerability.

For automated scoring, virtual machine snapshots were
analyzed using a modified version of Bastille—a security audit
and hardening programwhich performs a third-party review of
operating system images. In particular, Bastille reviews stan-
dard server settings and identifies weaknesses and security
risks. The original software was updated and modified for
this project to focus solely on the vulnerabilities included in
the tests. For each test, the software determines if the preconfi-
gured vulnerability were addressed from an outside perspec-
tive. Bastille did not consider how a vulnerability was closed—
only that it was fully mitigated. Some further modifications
were required to port the Bastille software to the Cisco and
Windows operating systems. For output, Bastille provides a
report of the status of each server’s security profile. If an
image’s preconfigured vulnerability was closed, then it is
assumed that the subject provided an effective mitigation.
This allowed for multiple approaches to successful mitigation.

The subject’s time spent in analyzing and auditing the
image was then recorded. Time taken for each of the three
tests was combined to create a composite variable. A subject

that did not adequately address a vulnerability was given the
maximum time of 30 minutes for the corresponding test. For
instance, a subject who successfully completed her or his tests
in times of 21, 15, and 12 minutes had an aggregate of 38.
Thus, a lower number indicates better performance at identi-
fying and fixing security vulnerabilities under pressure. This
value was used as the dependent variable.

Analysis

Demographic data are depicted in Table 1. Individuals’ survey
responses were matched with their scores from the simulations.
No significant differences were detected for age, gender, or
ethnicity differences. The 61 subjects were sorted according to
their composite performance measures. The top information
security performers were defined as individuals with the lowest
composite time metrics. This category was restricted to the one-
third lowest scores. This demarcation was based on a previous
study in which the classification of “top employees” was limited
as a third of the workers in any given organization [46].

The personality and values attributes of top information
security performers were compared against the rest of the
subjects (see Table 2 for personality and Table 3 for values).
For each personality dimension and workplace value, a t-test
of significant differences was performed. t-Tests are tradition-
ally used to determine if two sets of data are significantly
different and assumes the test statistic follows a normal dis-
tribution. The purpose of this test is to compare and contrast
top information security performers with the other informa-
tion security performers on an item-by-item basis.

Results

In general, the results support initial assumptions about per-
sonality, workplace values, and performance. The purpose of
this research is to identify traits and values which distinguish
the top information security performers from their peers. This
research is timely. Multinational organizations are developing
in-house expertise to hedge against major data leaks. To
accomplish this, they are taking an even more deliberate
approach to hiring. They are seeking the best information
security professionals from a broad talent pool.
Distinguishing between good and the top candidates is chal-
lenging because they have much in common, including many
psychological characteristics. Fortunately, this study finds that

Table 1. Demographic data.

Parameter Summary Value

Age (years)
Mean 21.4
Median 21
Range 20–22

Gender
Male 57
Female 3
Unreported 1

Ethnicity
Caucasian 49
Black 8
Hispanic 2
Asian 1
Other 1
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different levels of information security work performance can
be linked to subtle differences in personality traits and work-
place values.

To recreate the challenge that companies are facing, a
sample consisting of subjects with at least 3 months of IT
work experience and formal training in information security
was compiled. This resulted in a relatively homogenous talent
pool. It was presumed that the top information security per-
formers would differ with respect to their personality traits
and workplace values. Specifically, it was predicted that they
have higher levels of conscientiousness, openness, and agree-
ableness and lower levels of extraversion and neuroticism. It
was also predicted that they place a greater emphasis on
theoretical and economic values and less emphasis on social,
political, aesthetic, and religious values. To identify the top
information security performers, the subjects completed a
series of exercises which recreate the type of tasks which
information security professionals are expected to perform.
Subjects were ranked according to their aggregate perfor-
mance scores. Those with the highest one-third of scores
were compared against the lower two-thirds in order to iden-
tify distinguishing characteristics. The results are described
below.

The results of hypothesis tests are shown in Table 4. With
respect to the first hypothesis, H1, it was found that top
performers have significantly higher levels of conscientious-
ness. This finding confirms early expectations that close atten-
tion to detail will be an important factor in auditing systems.
The second hypothesis, H2, presumed that top information
security performers will report higher levels of openness. The
results suggest that these individuals indeed have significantly
higher levels of openness, related, for example, to more intel-
lectual curiosity. The third hypothesis suggested that top
security performers will have significantly lower levels of
extraversion. However, in this test it appears that they do
not significantly differ from the remaining performers. This
is likely because all the subjects in the sample are of similar
personality types who gravitate toward cyber security and
information technology. The fourth hypothesis, H4, states

that top performers will have higher levels of agreeableness.
The results indicate that this is not the case. The levels of
agreeableness were almost equal for both groups. The fifth
hypothesis conjectured that top performers would have lower
levels of neuroticism. The results of testing did not confirm
this hypothesis. It appears that with respect to personality
attributes, top security performers have higher levels of open-
ness and conscientiousness, and do not differ otherwise.

The sixth hypothesis, H6, holds that the top performers
will place a greater emphasis on theoretical values. The results
confirm this expectation. Top performers are interested in the
pursuit of truth. This is an asset because it encourages more
in-depth analysis of mission-critical security issues. Next, the
seventh hypothesis, H7, assumes that top information security
professionals will place a greater emphasis on economic
values. This hypothesis was based on the assumption that
top workers will be influenced by economic incentives and
rewards. The results confirm that this is the case. It appears
that top information security workers can be distinguished by

Table 3. Mean workplace value scores.

Top performers Rest of cohort

t pMean Standard deviation Mean Standard deviation

Theoretical 41.79 7.39 38.03 6.38 2.05 .022
Economic 48.38 6.65 44.98 7.17 1.77 .041
Social 42.67 5.78 47.98 7.05 2.91 .000
Political 38.73 6.98 39.97 6.94 .653 .259
Aesthetic 37.98 7.04 38.69 5.80 .418 .339
Religious 36.31 5.49 39.42 6.17 1.91 .030

Table 2. Mean personality dimension scores.

Top performers Rest of cohort

t pMean Standard deviation Mean Standard deviation

Openness 49.76 8.35 .009
Conscientiousness 52.20 7.48 47.88 7.16 2.18 .017
Extraversion 39.92 6.49 41.27 6.98 .725 .236
Agreeableness 36.59 8.03 36.68 7.45 .966 .169
Neuroticism 28.73 7.24 29.74 6.01 .575 .284

Table 4. Results of hypothesis testing.

Description Significance Result

H1 Top performers will have higher levels of
conscientiousness

.009 Supported

H2 Top performers will have higher levels of
openness

.017 Supported

H3 Top performers will have lower levels of
extraversion

.236 Not
supported

H4 Top performers will have higher levels of
agreeableness

.169 Not
supported

H5 Top performers will have lower levels of
neuroticism

.284 Not
supported

H6 Top performers will place greater emphasis
on theoretical values

.022 Supported

H7 Top performers will place greater emphasis
on economic values

.041 Supported

H8 Top performers will place less emphasis on
social values

.000 Supported

H9 Top performers will place less emphasis on
political values

.259 Not
supported

H10 Top performers will place less emphasis on
aesthetic values

.339 Not
supported

H11 Top performers will place less emphasis on
religious values

.030 Supported
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their tendency toward economic values. The eighth hypoth-
esis, which assumes that top security performers will places
less emphasis on social values, was supported. This was an
interesting finding given that the same individuals did not
report lower levels of extraversion. Top performers are not
shy, but prefer to focus on non-social pursuits.

The ninth hypothesis (H9) stipulated that top security
performers will place less emphasis on political values. This
hypothesis was not supported. It could be interpreted that
both top performers and those who are least competent work-
ers have relatively little interest in political values. The tenth
hypothesis (H10) held that top performers will place less
emphasis on aesthetic values. It was not supported.
Throughout the sample, subjects placed relatively little
emphasis on aesthetic values. The final hypothesis, H11, sug-
gests that top performers will place less emphasis on religious
values. This hypothesis was confirmed. Although the mean
religious values for both groups were low, they were even
lower for top performers. This does not imply that top infor-
mation security performers are not religious. Only that they
are less concerned with reconciling their environment with a
priori world beliefs. To summarize the values hypotheses, the
top security performers place a greater emphasis on theore-
tical and economic values, and significantly less emphasis on
social and religious values.

The current study found two of the five personality traits
significant predictors and four of the six workplace values
significant predictors of job performance. Previous findings
of studies involving personality traits are summarized in
Appendix A. One can see a wide variety of results from
none supported to all dimensions of personality supported.
Previous studies involving workplace values tend to be more
consistently supported as significant predictors of job perfor-
mance as summarized in Appendix B. While results are
mixed, it is probable that the context or varying domains
may prove to be intervening factors. With respect to the
extant literature, three comments are proffered. First, this
study confirms previous findings that personality is a modest
predictor of performance. Second, it demonstrates that values
are reliable predictors of performance. Values have been pre-
viously overlooked within the information systems domain. In
doing this, it lays the groundwork for future research on
values. Third, it clarifies that organizations can and should
integrate empirical tools within their recruitment processes to
identify the top candidates.

Implications

Having reviewed the findings from the study, this section
provides implications for researchers. It then reviews the
implications for human resources professionals and hiring
managers.

Implications for research

The purpose of this study is to identify the personality and
workplace value attributes of top information security profes-
sionals so that they can be more easily identified by hiring
managers. Differences between top and average information

security workers are subtle. Subtle-but-significant differences
in personality and workplace values were found to correspond
with subtle-but-significant differences in performance. This
finding is important for those who must discern between a
myriad of qualified candidates for information security posi-
tions, before it provides an objective point of comparison.

To recreate the challenge of distinguishing between the top
and acceptable information security performers, a relative
homogenous sample was compiled. All subjects had formal
information security training (at least one college course on
information security) and relevant work experience (at least 3
months in the IT field). The sample approximates an applica-
tion pool in which unqualified applicants have been culled
and only those who meet predetermined levels of competence
remain for consideration. To reach this level of competence, a
person’s psychological makeup must be compatible with the
nature of information security work. For instance, those with
extraverted personalities will have a difficult time focusing on
technical minutia for long periods of time. Further, those who
prioritize social values will prefer interpersonal interaction
over the in-depth analyses the job often entails. Not surpris-
ingly, it was found that individuals who met the threshold
definitions of competence shared some general psychological
similarities. Despite these generalities, it was shown that it is
possible to distinguish top performers by focusing on differ-
ences in specific personality traits and workplace value
attributes.

If the sample was expanded to include individuals with no
training or experience, one would expect greater variation in
personality and workplace value attributes along with signifi-
cant differences in task performance. Such a sample would
approximate an application pool in the initial stages in the
hiring process, when the pool contains unqualified applicants.
However, since the purpose of this study is to differentiate top
information security workers from their peers, it was neces-
sary to constrain the sample to those who met the competence
criteria. The implications of this research are significant. It is
difficult for hiring managers and HR professionals to discern
the small differences in personality and workplace values by
probing with typical interview questions, and harder still to
make valid comparisons among candidates. This research
indicates that assessments are a valid method for quantifying
the subtle-but-important differences among candidates. The
importance of the domain of information security is growing
at an exponential rate which in itself is a call for increasing
research opportunities.

Implications for practice

A 2014 study by RAND titled “H4CKER5 WANTED, An
Examination of the Cybersecurity Labor Market” reported a
significant rise in the demand for cybersecurity experts and
pointed out the lag in supply as experts migrate through the
typical process of education and/or training to become produc-
tive cybersecurity experts. They point out, currently it is a cyber-
security expert seller’s market. This exacerbates the need for
successful effective recruitment and selection [46].
Understanding the personality types and natural behavioral pre-
ferences of job candidates can substantially enhance the
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candidate selection process. Aptitude and cognition tests are
important but not sufficient predictors of worker performance.
When interviewing candidates, hiring managers and human
resource professionals often face the challenge of not knowing
anything about the candidates’motives, creativity, determination,
and ambitions. It can be difficult to develop questions which
reveal each candidate’s strengths and probe for weaknesses with-
out introducing biases. Without an objective point of compar-
ison, the task of identifying the top candidates becomes
challenging.

RAND made note that cybersecurity experts are not a com-
modity. They note a “vast difference between good and great
hackers.” They make reference to the importance of finding the
“best of the best” [46]. This is where the findings of this study
indicate that personality and values assessments can be leveraged.
When used in conjunction with other measures (e.g., reference
checks, experience reviews, cognitive tests, etc.), they provide
additional insight and add value in decision making. Pre-hire
assessments have been used for decades, but they have primarily
been used to screen candidates for management and sales posi-
tions. Recent studies indicate that enduring traits such as disposi-
tion and values also have a bearing on performance of technical
work.We find that this is particularly true for information security
work. The subtle differences in personality traits and value attri-
butes correlate with different levels of information security worker
performance. The good news is that the cost of pre-hiring assess-
ments is at all-time lows. The rise of automated testing tools and
the online application process have resulted in falling costs, more
accurate results, and resurging use. Even small companies can
afford to integrate online assessments into their hiring process.
The additional information affords the ability to quickly pinpoint
top information security performers from a pool of qualified
candidates.

It should be noted that even though they can be used to
predict performance, personality and workplace values assess-
ments are most effective when combined with other measures
of high predictive validity. Using well-designed and validated
assessments provide a significant advantage in identifying top
candidates.

Conclusions

The purpose of this research was to identify the traits and
values of top information security personnel so that they
could be more easily identified from within deep talent
pools. The process of shifting between good and top
candidates is challenging. We found differences in person-
ality traits and values correspond with differences in per-
formance. Within a relatively homogenous sample of
competent test subjects, it was possible to predict the
top performers of information security work. Pre-hire
assessments provide a valid, objective point of comparison
of applicants for information security positions. They are
specifically encouraged to be used as part of a multi-
method approach to candidate selection. This suggests
opportunities for further research on additional factors
to distinguish top information security performers.
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Appendix A

Appendix B

Table A1. Personality as a predictor of performance in the information systems field.

Authors Year
Personality
constructs Context Measurement Sample Results

Rash and
Tosi

1992 Locus of Control Software
development

Subjects self- reported
development performance on a
nine-point scale

230 US software
developers

Not supported

McElroy
et al.

2007 Revised NEO
Personality
Inventory

Systems analysis Subjects self-reported ability to
use internet tools

92 US MBA students; 61
US undergraduate
students

All dimensions supported

Ashkanasy
et al.

2007 Five Factor Model Database
administration

Accuracy and time required to
create a series of SQL queries

75 International
undergraduate students

Neuroticism, openness,
agreeableness, and conscientiousness
were supported

Korzaan
and
Boswell

2008 Big Five
Personality
Dimensions

Computer Usage Subjects self-reported extent of
use of desktop computers

230 US undergraduate
students

Agreeableness and neuroticism were
supported

Devaraj
et al.

2008 Five Factor Model Contribution to
collaborative IT
projects

Frequency of use of a
collaborative system

180 MBA students Neuroticism, extraversion,
agreeableness, and conscientiousness
were supported

Basnal 2011 Big Five
Personality
Dimensions

E-book usage Subjects self-reported frequency
of use of e-books

123 US undergraduate
students

Agreeableness and emotional
instability were supported

Svensen
et al.

2013 Big Five
Personality
Dimensions

Computer usage Subjects self-reported extent of
use of mobile devices

1,004 Norwegians Conscientiousness and openness
were supported

Shropshire
et al.

2015 Conscientious-
ness and
Agreeableness

Systems
administration

Frequency of use of an online
logging system, recorded in logs

170 US undergraduate IS
students

All dimensions supported

Srivastava
et al.

2015 Five Factor Model IT job engagement Subjects self-reported level of job
engagement and burnout

152 Senior managers of
Asian firms

Neuroticism and agreeableness were
supported

Table B1. Values as predictors of performance in the information systems field.

Authors Year Values constructs Context Measurement Sample Results

Rash
and
Tosi

1992 Achievement needs Software
Development

Subjects self-reported performance
on a nine-point scale

230 US software
developers

Supported

Meglino
et al.

1989 Achievement, helping, concern
for others, fairness, and honesty

Industrial system
maintenance

Analysis of quarterly performance
reports by managers

174 US industrial
workers

Achievement and honesty
were supported

Ticona 2015 Status, peer recognition Knowledge work Subjects self-reported extent of use
of ICT

40 US service workers Both constructs
supported

Chou
et al.

2008 Ethics, respect, effectiveness,
attention to detail, and cohesion

Collaborative
project
management

Peer ratings of individuals’
contribution to projects

130 Chinese knowledge
workers from 72 teams

Effectiveness and
attention to detail were
supported

Siu 2003 Chinese Work Values (loyalty,
power, reciprocity, and
hierarchy)

Professional work Subjects self-reported work
performance on a series of five-
point scales

588 Hong Kong
business professionals

All constructs were
supported
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